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1.1 BHEEER

ZIF link:
http://publib.boulder.ibm.com/infocenter/tsminfo/v6r2/topic/com.ibm.itsm.ve.doc/r_ve_hwregs.ht
ml

1.2 BHAEFEEEXR

ZIF link:
http://publib.boulder.ibm.com/infocenter/tsminfo/v6r2/topic/com.ibm.itsm.ve.doc/r_ve_o0s_mount.
html
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.‘:"ﬁ 6.2.3.0-TIV-TSMBAC-WinX&4 Properties

Securty | Details I Previous Versions
General | Compatibility I Digital Signatures

@ IE.E.?:-.D—TI‘-I—TS MBAC-Winx64

Type of file:  Application (exe)

Description:  Program Fix Level forthe TSM BA Client

Location: C:MFB build*tsm BA €.2.3 ga build
Size: 18% ME (198.339 312 bytes)
Size on disk: 185 MB (1598 340 608 bytes)

Created: Today, Aprl 14, 20171, 47 minutes ago
Modffied: Wednesday, March 30, 2011, 11:43:26 FM
Accessed: Today, Aprl 14, 2011, 47 minutes ago

Attributes: [T Readonly [ Hidden Advanced... |

QK I Cancel

Apply

fiftJ = TSM Client Z¢3% 40

:;-QIEH Tivoli Storage Manager Backup-Archive Client - InstallShield Wizard

Location to Save Files
YWhere would you like to save your files?

Please enter the folder where you want these files saved. If the folder does not

exist, it will be created for you. To continue, dick Mext.

Save files in folder:

:\tsm_images{T5M BA_ Client]

Installshield

Change... |

< Back

Mext =

Cancel




E xtracting Files

The contents of this package are being extracted.

?&IBH Tivoli Storage Manager Backup-Archive Client - InstallShield W

Please wait while the InstallShield Wizard extracts the files needed to install IBM Tivoli
Storage Manager Backup-Archive Client on your computer. This may take a few

moments.

Extracting dsmadmc.exe...

[

Installshield
< Back Mexk = Cancel
Bk e ST
Name = I'I Date modified I'I Type I'I Size I'I Tags I-I
@s.z.a.u-nv-TSMBAc... 3/30/2011 11:22...  Application 154,265 KB
EM6.2.3.0-TIv-TSMBAC... 3/30/2011 11:43... Application 193,591 KB

THin 2.

IBM Tivoli Storage Manager Client - InstallShield Wizard

Select the language for the installation fram the choices below.

oK I Cancel
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fiz IBM Tivoli Storage Manager Client InstallShield Wizard
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ent Configuration Wizard

==

Domain for Backup
Confirm and Apply
Finish

BRI SC A (dsm.opt):
TSM Client Configuration Wizard

Client Options File
=>C ask

Includelex

File Ex

Domain for Backup
Confirm and Apply
Finish

Create a new optiong file

Select this option if you do not
already have a TSM client
options file, TSM will creste an
options file for you based on
wour specifications inthis
wizard.

TSM Client Options File Configuration Wizard

This wizard will guide you through the configuration process of
the initial basic TSM Client options file.

After you have finished the initial set up of the options file you
can use the Preferences Editor to specify other client options.

= Back | Mext = I Apply Fimish Cancel

Options File Task

Which task do you wish to perform?®

€ Update my options file

" Import from an existing options file for use

< Back | Mext = I Apply Finish Cancel

B & 19 545, nodename 75 4E TSM server L& :




@ TSM Client Configuration Wizard

=T
—]

Client Options File
T
ent b \
ammunication Method

Includ
File Ex
Domain for Backup
Confirm and Apply
Finish

Client Hode Hame

The node name is a unigue
name used to identify your
client node to the server
wehen you begin a client
session. Type the name of
wour client node to idertify
wour node to the server.

The length of the node name
can be 1 to 64 characters.

B TSM server [# i 5 =0

[E TSM Client Configuration Wizard

=T
—]

Client Options File

n for Backup
Confirm and Apply
Finish

TCPAP

Transmizsion Control
Protocolinternet Protocol
(TCRIAP)Y

TSM Client Node Name

Which iz the TSM Client Node Mame to use?

Node Name

|sabin|

< Back | Mext = I Apply Finish

TS5M Client/Server Communications

Which communication method do you want the TSM Client to

use when communicating with the TSM Server?

" TCR/IP v
' Named Pipe
" Shared Memory

{7 Use Active Directory to locate the TSM server

< Back | Mext = I Apply Finish

Cancel

B\ TSM server Ml 5 1.



Client Options File
+" Choose T
' TSM Client Node Name Server Address
+ Communication Method
=» Communication Options
Includelexclude list
File Excl n
Domain for Backup
Confirm and Apply
Finish

Specify the natme ar the
TCPAP address of the maching
wehere the Tivali Storage
Manager server is running.

1EF% include/exclude SC4:513 «

TSM Client Configuration Wizard

=T
L]

Client Options File
+ Cho T:
+ TSM Client Node Name Select All

+" Communication Method
+" Communication Options

Click this button to select all
the items onthe list.

Domain for Backup
Confirm and Apply
Finish

TCP/IP Optiens

Whatis the TCP/IP address and port ofthe TSM server?

Server Address

|0cean.storage.tucson.ibm.com

Port Number

1500

< Back | Mext = I Apply Fimish Cancel

Recommended Include/Exclude List

The following is a list of TSM recommended Include/Exclude
items for files which are not normally required for system
recovery. Selected items will be added to your configuration
file, and excluded from backups.

B

1

il

Clear Al

< Back Mext = Apply Finish Cancel




TsM Client Configura

" Communication Method
+" Communication Options
+" Include/exclude list
sion
Domain for Backup
Confirm and Apply
Finish

SM Client Configuration Wizard

=¥ Domain for Backup
Confirm and Apply
Finish

SERRHC R -

Common File Exclusion Selection

Please selectfrom the listthe file types you wish to be
excluded. By default, all ofthese file types are included.

Extension Description
Terr i a Static Library «|
.aif Audio Interchange File
Click thig button to clear the aiff Audio Interchange File
selections on the list. .arj Compressed Archive
.asf Advanced Streaming Format
\85% Advanced Stream Redirector File
.au uLaw /AL Audio File
avi Audio Video Interleave File
.bin Binary File
bat Batch File
b Windrue AT Ritman Cranhice
Select All
< Back Mext = Apply Fimish | Cancel |
E

Domain for Backup

The following contains options that you can select to specify
which drives to include in your client domain. By default all
local files are backed up.

Backup Type

Back up all local file
systems

Select this check box to
include all local file systems
(except local removakle
drives such as CO-ROM or
floppy drives) far the selected
Backup Type,

IIncremeniaI

[

[¥  Backup alllocal file systems

Domain List

< Back | Mext = I Apply Finish Cancel




[ T5M Client Configuration Wizard [ =]

Confirm and Apply your configuration

=T
L

\

You have completed the configuration of the TSM Client
Options File. Click on the “Apply' button to confirm your
configuration. The initial basic TSM Client Options File will be
saved to the disk.

Client Options File
+' Choose Tz
1 Client Mode Name
" Communi
v C
" Includelex
+ File Ex

Please note that this operation may take a while to complete.

+" Domain for Backup
Confirm and A

< Back Mext = | Apply I Fimish | Cancel |

uration Wizard E

Completing your configuration

Please wait until the operation is completed!

= Login into a TSM server
v Includ
+ File Ex Userid: [SABIN L
+" Domain for Backup
+ Confirm and Apply Password: I*"’“‘**
—» Finish

Login I Cancel | Help |

= Back Mext = | Apply I Finish Cancel




ient Configuration Wi

=T
L

Completing your configuration

The TSM Options File has been successfully written!

Press the "Finish’ button to close this wizard.

Client Options File

v Choose T

+ TSM Client Node Name
+ Communication Method
+ Communication Options
+ Includelexclude list

+ File Exclusion

+' Domain for Backup

v Confirm and Apply

=¥ Finish

< Back [ext =

Apply | Finish I

Cancel

3.2 Bl VM &17 :

JA 8 TSM backup GUI, % #¢ Edit-> Client Preferences:

& IBM Tivoli Storage Manager
File | Edit Actions UHilities View Help

= B3

Java Diagnostic

Client Preferen torage Manager. Click below to perform a task.

Backup
Backup and Restore copies of data that are frequently updated.

Backup
Copies files to server storage to
prevent loss of data.

Restore

storage.

Restores saved files from server

Archive

Archive
Creates an archive copy in
long-term storage.

Retrieve
Retrieves an archive copy from
long-term storage.

Archive and Retrieve copies of data that are preserved for a specific period of time.

i IR P3R4 T vmware (R HC & -




Preferences Et

General

Backup

Restare
Include-Exclude
Snapshot
Scheduler
Communication
Regional Settings
Authorization
Wiigh Cliert
Command Line
Diagnostics
Performance Tuning

VM Backup

Deduplication

VM host, VM folder or VM
name

Specify a Yhware host
server host name, folder
name, or a list of virtual
machine host names to
process. What you specify
drnends nn what wnu selrct

VM Backup

Backup Type

" VMWare File Level

@ YMWare Full vM

€ Hyper-v Full vM
Domain for VM Backup

Domain Backup Types
Domain Full YM

WM Options. WM host, VI folder or WM name

[auma = [am Insert

WhMware Virtual Center or ESX Server

Host

TSMFB6402.storage tucs on.ibm.com

User

ladministrator

Password

WM Full Backup Type

VM Management Class

\
& VStorage

£ VCB

3.3 BEi& instant restore/iscsi mount/virtual mount

3.3.1 Windows ‘4

Bret TSM server, Hiik[A] baclient fr &




&1 Data Protection for VMware 6.2.0.0 !El E

Tivoli. Data Protection for Virtual Environment

Help

- Select TSM zerver
Select TSM Settings

' T

- -
2l --

Cloze

f ot

finizhed refrezhing jobs list

i A\ nodename,password, [F] baclient fic’ &'




Settings

ICEAN.STORAGE. TUCSOM.IBM.COM
1500

ot Al

S|
L e

Aot

Abart Al

B & virtual volume write cache.



ta Protection for VMware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

Help

- - -

- Select TSM zerver

Settings

Cloge

C:AProgramD atah Tivoli/ TS AT DY warehmount®,




3.3.2 Linux‘F§

Data protection for virtual environment 6.2.0

Tivoli. Data Protection for Virtual Environment

Connect to TSM Servar... .
—- Select TSM Server ——

S
]
s |

Connect to T5M | Server...

LS

9.11.20.34
1500

littlebear

Repository was removed

¥ TDPVMware shell Jit'& f— windows HLa%s, %2822 TSM for VE



. Data protection for virtual environment 6.2.0 g E g

Tivoli. Data Protection for Virtual Environment

littlebear@2. 11.90.34 -

Administrator

ater

Cancel

Repository was updated successfully.
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3.4.1 ‘&% Cygwin

= Cygwin Setup M=l
Cygwin Net Release Setup Program

This setup program is used for the initial installation of the
Cyawin environment as well as all subsequent updates. Make
sure to remember where you saved i.

The pages that follow will guide you through the installation.
Please note that Cygwin consists of a lange number of
packages spanning a wide varety of purposes. We only
install a base set of packaoges by default. You can always mn
this program at arry time in the future to add, remaove, or
upgrade packages as necessary.

cC

Setup exe version 2.721
Copyright 2000-2010
bkt A cvgwin.com.’

< Back Next > Cancel |
= Cygwin Setup - Choose Installation Type _ O]
Choosze A Download Source
Choose whether to install or download from the intemet, ar install from files in C

a local directory.

" Inatall from Intemet
(downloaded files will be kept for future re-use)

™ Download Without Installing

% Install from Local Directory

< Back Mest = Cancel




Cygwin Setup - Choose Installation Directory M=] E3

Select Root Install Directory E

Select the directory where you want to install Cygwin. Also choose a few
installation parameters.

Browse... |

—Install For
&+ Al Users (RECOMMENDED)

Cyawin will be available to all users of the system.

i~ Just Me

Cyawin will still be available to all users, but Desktop lcons, Cygwin Menu Entries, and
important Installer information are onby available to the cument user. Only select this
you lack Administrator privileges or if you have specific needs.

<Back Next > Cancel |

Cygwin Setup - Select Local Package Directory [_[O]

Select Local Package Directory
Select a directory where Setup should look for downloaded installation files. E

Local Package Directory

CNoygwin w177 Browse. .. |

< Back Mext = Cancel




Progress
This page displays the progress of the download or installation.

Parsing ini file "C:\oyawin v1.7 7/httpi3a X L Hoygwin mimars....

Package:

< Back MHewt = | Cancel I

Z IRz L
http://pigtail.net/LRP/printsrv/cygwin-sshd.html

Full

click the little View button for "Full” view =—/—

find the package "openssh", click on the word "skip" so that an appears in Column B,

see this illustration.

(optional) find the package "tcp_wrappers", click on the word "skip" so that an appears in

Column B,

if you add "tcp_wrapper"”, you will most likely get "ssh-exchange-identification: Connectiion
closed by remote host" error.

If you get that error, edit the file /etc/hosts.allow and add these two lines

ALL: 127.0.0.1/32 : allow

ALL: [::1]/128: allow

before the PARANOID line.

(optional) find the package "diffutils", click on the word "skip" so that an appears in Column

B,

find the package "zlib", click on the word "skip" (it should be already selected) so that an

appears in Column B.


http://pigtail.net/LRP/printsrv/openssh-setup.png�
http://pigtail.net/LRP/printsrv/openssh-setup.png�

Cygwin Setup - Select Packages Hi=] B

Select Packages
Select packages to install E

Searchll Dearlf" Keep ¢ Prev % Cur " Bxp View | Category

Categony | Mew | E| S| Size | Package &
= All &¥ Diefault

Admin &¥ Default

Archive & Default

Base &¥ Default

Database &¥ Default

Devel &¥ Default

Doc &¥ Default

Games 4¥ Default

Grome % Default b
4| | 3

v Hide obsolete packages

<Badk Next > Cancel |

MR 222t A
openssh,tcp_wrappers,diffutils,zlib

Cygwin Setup - Select Packages [_ [O0] =]

Select Packages
Select packages to install E

Search Inpensshl Dearl " Keep ¢ Prev o Cur  Bgp  View | Full
Cumrent | Mew | E| S| Categonies | Size | F'Elcklil
&5 6p1-2 nfn Met 748k open:

w
1| | b

v Hide obsolete packages

< Back Next > Cancel |




= Cygwin Setup - Select Packages =]

Select Packages
Select packages to install C

Search Itu:p_wmppers Dearlf" Keep  Prev ¢ Cur  BExp View | Full

Cumrent | Mew | El 5| Categories | Size | F'ad'lﬂ
& 7621 nia  Met BBl tocp_v

w
1 | »

¥ Hide obsolete packages

<Badk Next > Cancel |

= 11% - Cygwin Setup = | O x

Progress
This page displays the progress of the download or installation.

Installing

coreutils-8.5-2

Ausr/bin/pwd exe

Progress: [ ]
Total: Ii
Disk: I

< Back [ et | Cancel I

G5

3.4.2 FLE Cygwin

&k Windows IR AR &



System Properties [ || Environment Variables

Emm i I Hardware  Advanced | TEE I r~User variables for Administrator

Variable Value _
2 %USERPROFILE 3:\AppData\Local {Temp
%RlSERPROFILE % \AppData\Local iTemp

*You must be logged on as an Administrator to make most of these changes.

- Performance
Vizual effects, processor scheduling, memory usage, and virtual memory

Settings... |

Mew. .. Edit... | Delete |

r~ User Profiles

Desktop settings related to your logon

— System variables

Settings... | Variable | value [«]
T

ComSpec C:\Windows\system32\cmd. exe
DFSTRACINGOM FALSE

FP_NO_HOST_C... NO

[o}] Windows_NT LI

Seﬂings...l New... | Edit... I Delete |

rStartup and Recovery
System startup, system failure, and debugging information

Environment Variables... |
OK I

COMPOET TIae, Taer
OK | Cancel | Apply | Full computer name: water

i tar Aacrrintinn:

a. variable name: CYGWIN
b. variable value: ntsec tty

Mew System Variable | x|

Variable name: I CYGWIN

Variable value: I nteec tty|

QK I Cancel

edit Windows system variable PATH and append ;c:\cygwin\bin

Edit System Variable I
Variable name; I Path
Variable value: I temRloot3e\System 32 Whem;c: \oygwin\pin|

| Ok I Cancel |

open cygwin shell and run the following commands:
chmod +r /etc/passwd
chmod u+w /etc/passwd
chmod +r /etc/group
chmod u+w /etc/group
chmod 755 /var
chmod 664 /var/log/sshd.log



./ bashre’ -» ‘shomesAdministrator//.bashrc’
*./.bash_profile’ -> ‘rhomesAdministrator//_bash_profile’
fLA.inputre’ - CshomesAdministratorss.inputrc’

¢ chmod +r etcrs/passud
chmod u+w setcrspasswd
chmod +r setcr/group
chmod u+tw setc/group
chmod 755 Avar

% chmod 664 Avar-log-sshd.log
chmod: cannot access “svarslogs/sshd.log’: Mo such file or directory

run ssh-host-config  (manuall answer Yes to questions except)

When the script stops and asks you for Enter the value of CYGWIN for the daemon: your
answer is ntsec tty

If the script says "This script plans to use cyg_server, Do you want to use a different
name? Answer no.



OQuerwrite existing Aseterssshd_config fFile? {yes/nod) yes
Info: Creating default ~setcssshd_config file
Info: Privilege separation is set to yes hy default since OpenSSH 3.3.
Info: However, thiszs requires a non—privileged account called ‘sshd’.
Info: For more info on privilege separation read Ausrssharesdocsopenssh-READ
ME.privsep.
Should privilege separation he used? (yes no’ yes
Info: Hote that creating a new user reguires that the current account have
Info: Adminisztrator privilegez. Should this script attempt to create a
new local account ‘sshd’? {yes/nod) yes
Info: Updating ~setcrssshd_config file

Warning: The following functions reguire administrator privileges?

Do you want to install sshd as a service?
¢Say "no" if it is already installed as a service? (yes-no? yes
Enter the value of CYGUIN for the daemon: [] ntsec tty
On Windows Server 2083, Windows VUista,. and abhove. the
E¥STEM account cannot setuid to other users — a capahility
sshd reguires. You need to have or to create a privileged
account. Thiz script will help you do so.

You appear to be running Windows 2083 Server or later. On 2803
and later systems, it’s not possible to use the LocalSysten
account for services that can change the user id without an
explicit passuword C(such as passuwordless loginz [e.g. public key
authentication] via sshd).

If you want to enable that functionality, it’s regquired to create
a new account with special privileges <unlessz a similar account
already exists). This account is then wsed to run these zpecial
SEPUBPS.

Mote that creating a new user regquires that the current account
have Administrator privileges itself.

Mo privileged account could he found.

This script plans to use ‘cyg_server’ .

‘cyg_server’ uwill only bhe wused by registered services.

Do you want to use a different name? {yessnod no

Create new privileged user account ‘cug_server’? (yessno) yes
Please enter a password for new user cyg_server. Please be sure
that thisz password matches the password rules given on gour system.
Entering no password will exit the configuration.

Please enter the password:

Reenter:

User ‘cyg_server’ has been created with password ‘cyg_server’.
If you change the password. please remember also to change the
password for the installed services which use <oy will soon usel
the ‘cyg_server’ account.

Also keep in mind that the user ’‘cyg_server’ needs read permissions
on all users’ relevant files for the services running as ’'cyg_server'.

In particular, for the zzhd szerver all wuszers’ .sshrsauthorized_keys
files must have appropriate permissions to allow public key
authentication. (He—-)running ssh—user—config for each user will set
these permissions corrently. [Similary restrictions apply,. for
instance, for .rhosts files if the rshd zerver iz running, etcl.

run cyglsa-config and reboot afterwards.

cyglsa—config
Warning: Registering the Cyguwin LSA authentication package requires
administrator privileges? You also have to reboot the machine to
activate the change.
Are you sure wou want to continue? (yes/no’) yes

Cuyguwin L8A authentication package registered.

Activating Cygwin’s LEA authentication package requires to reboot.

5

After reboot open cygwin shell and run net start sshd



% net start sshd
The CY¥GWIN sshd service iz starting.
The CY¥GWIN sshd service was started successfully.

% -

check the connection between the Linux client machine to the Windows server machine.
From the Linux machine run

ssh Administrator@windows_machine

A connection is made for the first time, we need to confirm it and insert the password use
local administrator password

[root@cround ~]# ssh administrator@water
administrator@eater "s password:

Administrator@uater ~
.y |

Ready ssh2: AES-256 |20, 3 24 Rows, 80Cols VT100

1. After a valid ssh connection is made between the machines, it is time to configure the
authentication keys files. The authentication between the ssh client and server is done by
2 files:
c. Private, public key files — in the client
d. Public key file — in the server
2. Fromthe Linux client run  ssh-keygen -t dsa and press Enter to all questions.
Use blank password when required to insert password.

LU UL LI OUril ~ | F S5TI-KEYYer —-L Ubd
Generating public/private dsa key pair.

Enter file in which to save the key (/root/.ssh/id_dsa):
Jroot/.ssh/id_dsa already exists.

overwrite (F_n}? Y

Enter passphrase {empty for no passphrase):

Enter same passphrase again:

your identification has been saved in /root/.ssh/id_dsa.
vour public key has been saved in /root/.ssh/id_dsa.pub.
The key fingerprint is:

55:4d:8d:d8:be:97:53:31:17 :eb:ee:ad:af:51:91:5c root@Ground. storage. tucson. ibm. ¢
om

[root@cround ~]1# ||

3. From the Linux client run
cd .ssh




scp id_dsa.pub Administrator@windows_machine:/home/Administrator

[root@Ground .sshl# scp id_dsa.pub administrator@water :/home/Aadministrator
Administrator@water's password:

id_dsa. pub 100% 624 0.6KB/s 00:00
[root@cround .sshl# B v

From the Windows server cygwin shell run
mkdir .ssh

chmod 700 .ssh

cd .ssh

touch authorized_keys

cat ../id_dsa.pub >> authorized_keys

rm ../id_dsa.pub

s f.ssh

% net start sshd
The CYGUWIN sshd zervice is starting.
The CYGWIN s=shd szervice was started successfully.

mkdir .szh

chmod 788 .ssh

touch authorized_keys

cat ..sid_dsa.pub >» authorized_keys

rm .. id_dsa.pub

In addition, the ssh server needs to be configured to use the authentication files (via the
ssh server configuration file).

The ssh service configuration file is locatd in c:\cygwin\etc\sshd_config.

Make sure you have privileges to edit the file.

Edit c:\cygwin\etc\sshd_config and unmark the following lines:

Protocol 2

HostKey /etc/ssh_host_dsa_key

RSAAuthentication yes

PubkeyAuthentication yes

AuthorizedKeysFile

In the AuthorizedKeysFile line edit the value to
/home/Administrator/.ssh/authorized_keys

X358 optioan! ), TEA LM linux FIFLES EAFESEES Fk, kit
#o

restart the sshd service from the cygwin shell

net stop sshd

net start sshd



7. Check the connection between the Linux client machine to the Windows server machine.

From the Linux machine run
ssh Administrator@windows_machine

A connection is made without needing to insert a password.
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& 1BM Tivoli Storage Manager
File Edit | Actions Utilities View Help

IS[E E3

Backup

Backup Domain

Welcc 2
Backup Domain Image
Restore

Restartable Restores.. P

Backup VM
Restore WM

les to server storage to
Archive Package bss of data.

Retrieve Package

Nanager. Click below to perform a task.

Iand Restore copies of data that are frequently updated.

Restore

Restores saved files from server

storage.

Monitor TSM Activities

Archive

Archive
Creates an archive copy in
long-term storage.

Retrieve

Retrieves an archive copy from

long-term storage.

Archive and Retrieve copies of data that are preserved for a specific period of time.

fr
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[ IBM Tivoli Storage Manager
File Edit Actions Ulilities WView Help

=]

Welcome to IBM Tivoli Storage Manager. Click below to perform a task.

Backup

Backup and Restore copies of data that are frequently updated.

Backup

Caopies files to server storage to
prevent loss of data.

Restore

Restores saved files from server

storage.

_ |Backup @ Stop | [ Report | w Collapse |
Archivi
Archive = Inspected: 1
Hard Disk 1
Archive |l 20cB

Creates |Transferring...

long-terr

@ Task List H=] E3

1

@ IBM Tivoli Storage Manager
File Edit Actions LUilities View Help

I ] S |

Back
BackL

Backy
Copig
prevel

Arch
Archiv

Archiy
Creati
long-t

Detailed Status Report

Elapsed Time;00:03:38

Welcome to IBM Tivoli Storage IR LS I IS E3

rPerformance

Total Bytes Inspected: 30 GB
Bytes Transferred: 3.56 GB
LanFree Data Bytes: 0B

Compressed By: |

Total Data Reduction: HINNNNNNNNRNNRl  33.13%
Transfer Rate
Metwork (KB/s): [IHRNNNRRRNNRRENN 17,431
Aggregate(Ke/s): [IHANRNNRRNNNRRNN] 17122
rObject Count

Inspected: 1 Backed Up: 0
Updated: 0 Rebound: 0

Marked Inactive: 0 Failed: 0 View |

Last Error Message

Help |




f® IBM Tivoli Storage Manager =] R
File Edit Actions Ulilities View Help

Welcome to IBM Tivoli Storage Manager. Click below to perform a task.

Backup @ Backup Report = e
Backup and| Detailed Status Report

Backup Elapsed Time:00:28:22

Copies files Performance

prevent loss Total Bytes Inspected: 30 GB

Bytes Transferred: 29.19 GB

E

Archive ANS5014] Backup completed
Archive and F

Archive
Creates an a
long-term ste

Marked Inactive: 0 Failed: 0 \iew | ———

Last Error Message

T2OTA0IT 1729 AT AppICaaont
2/19/20119:25PM  OPT File Help |
2/20/2011 1:26 AM  Apolication Exte...

SEJE M TSM for Vmware Mount 325 A 51 2 1 1) image 4547




=4 Data Protection for VMware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

Help

term; gabin(@OCEAN STORAGE. TUCSOM.IBM. COM -

Settingz

Cloge

TSMFEVMOS jing [Microzoft \Windows %P Profeszior « b ount

415/2011 12:43:45 AM v

Restore

Hart 5B

Aot Al

Dsm.opt 3C1F:

nodename SABIN

commm tcpip

tcpp 1500

tcps  tsmservreaddress
DOMAIN.VMFULL "ALL-VM;"
VMBACKUPTYPE FULLVM
VMFULLTYPE VSTOR
VMCHOST xxx.storage.tucson.ibm.com
VMCUSER administrator
VMCPW ****

QUERYSCHEDPERIOD 1

4.1.2 HEZH
LERRRIRL 30— SRRl A, TR B .




Je P 7 2

File Edit View Help
E = 7

Backup |

-0 windows 7umal ||| Vi Name VM Hostname |

C L[5 winodws T UI ¥ [ TSMFBVMO5_jing  TSMFBVMO5_jing tsmfovm05.storage.tucs... runnin
i polarbear.storage.
- [ teddybear.storage
| @ bee

-1 elpasa

-1 flea

-1 & fiy

=15 hill

-1 land

-1 5 mosquito

-1 (1 TSMFBYMO1-Y
-1 tsmfbvm02
-1 TSMFBYMO4
- (1 TSMFBVMO5_ji

-~ 151 TSMFBYMOG

- 11 TSMFBYMO7

-1 tsmfvmo8g

~ 151 tsmfbvmog

- g TSMFBYVM10 _ |
- 151 Windows 7 Prc>
Kl | O X | i

Object TSMFBVMOS_jing

BB SRR &0 T2 S8R O A £ iR A . R !

IBM Tivoli Storage Manager 19 =]
File Edit Actions Utilities WView Help
Backup Report _[O=l—
Detailed Status Report
Welcome to IBM Tivoli Storage Manager. Click Elapsed Time:00:00:40
rPerformance
Total Bytes Inspected:
. Backup Bytes Transferred:
Backup and Restore cop LanFree Data Bytes:
Compressed By:
Backup Total Data Reduction:
Copies files to server stc
prevent loss of data. Transfer Rate
Metwark (KB/s):
Aggregate(KB/s):
rObject Count
B ekt | e ourt
... Inspected: 1 Backed Up: 1
Updated: 0 Rebound: 0
Backup @ Stop | B o
: Marked Inactive: 0 Failed: 0 VIEW |
Inspected: 1
Hard Disk 2 Last Error Message
[ 15GB
Transferring... Help |

A 5 s



@ 18M Tivoli Storage Manager 9 =] S
File Edit Actions Utilities WView Help

> Detailed Status Report
Welcome to IBM Tivoli Storage Manager. Click Elapsed Time:00:00:40
Perfarmance

| Total Bytes Inspected:. 45 GB |

Backup Bytes Transferred: 425.19 MB
Backup and Restore cop LanFree Data Bytes: 0B
T —— o= s
Backup

Copies files to server st

prevent loss of data. @

ANS5014] Backup completed

Archive
Archive and Retrieve co|

Archive
Creates an archive copy
lang-term storage.

Last Error Message

Help |

4.2 {£ 8 Instant Restore

4.2.1 Windows ‘&

FAgiH Instant Retore Zhfg, ANVFAEIZMLAS [ 223E TSM for VE.
P2 BN 244, L restore:



=1 Data Protection for VMware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

term: zabinf@0CEAN. STORAGE. TUCSOM.1BR. CORM -

TSMFEVMOS jing [Microzoft wWindows P Professior +

415/20171 1:45:32 &k

Hard Dizk 2 [15.0 GE] e

Aot sl

I
A, FATVHE TRERL RN, IR B A Bk



ta Protection fo vare 6.2.0.0

Tivoli. Data Protection for Virtual Environment

tsm: zabinf@OCEAM STORAGE. TUCSOM.IEM.COM -
Settings

Refrezh T

Select Drive Letter for Instant Restore

Fartition number File Spstem | Label
0 149GE HNTFS Mew Vaolume

Abort Al

repogitory tzm; zabini@ocean. storage. tuczon.ibm.com loa | [FESME032E failed bo unmount volume

A E\EE




ta Protection fo vare 6.2.0.0

Tivoli. Data Protection for Virtual Environment

Settings

TSMFBVMOS jing [Microsoft “Windows *P Profezsior « bl oLrt
stu:ure
j FBSM5015W All data on target drive Fi\ will be lost,
Mote 1; Proper performance of Instant Restore is dependent on

good network connectivity/bandwidth to repository.
Mote 2: Use of Instant Restore iz recommended only for
applications that do primarily READ I/0's.

Do you want to continue ?
aunt Al

Abort Al

repozitony tzm; zabinf@iocean. storage. tucson.bm.com loa | |FESME03ZE failed o unmount volume




P artition number File Spztem | Label
I 299GBE MTFS <Mo Label»

e s B



Protectio Mware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

tem; zabin@0CEAM. STORAGE TUCSOM.IEM.COM -

TSHMFBWMOS jing [Microzoft Windows ¥P Professior « oLt
store
i FBSMS5015W All data on target drive E:Y will be lost.
Mote 1: Proper performance of Instant Restore is dependent on

good netwark connectivity/bandwidth to repository.
Mote 2: Use of Instant Restore is recommended only for
applications that do primarily READ 1/0's,

Do you want to continue ?

Ssbort ]l

EHSE I R, WEDIR, K E B 29%IN, 24T Ly i B




t Data Protection for VMware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

TSMFBYMOS_jing [Microsaft Windows P Profeszior -
4152017 1:45:32 AM i
Hard Digk 2 [15.0 GB) -

Ahart Al




E New Volume (F:) |

(;'K /;v l‘—“’ - Computer + Mew Volume (F:) ~

File Edit WView Tools Help

Organize ~

Favorite Links

T‘ Documents

TJ‘ Music

More  »»

Folders v

= B Desktop
|ﬁ Administrator
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= /M Computer
= Floppy Disk Drive (A:)
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=1 lume (|
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¥ Network
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4
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422 Linux¥&
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117 TSM for VE
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Computer
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B
(C) Copwright 1BM Corp. 2010 All Rights Reserved. Licensed Materials -
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& H proxy server, 2 2 HIFECE 1) cgywin [¥) windows L :

(=) Settings x|

- TDPYMWare Shell

Haostname or IP Iwat-':r I

55H lagin lsdministrator

- TDPYMWare Mount

Hostname or [P Water

(o] Cancel

EFE—> mount



Data protection for virtual environment 6:2.0

Tivali. Data Protection for Virtual Environment

Settings

Jan 26, 2011 3:52:30 AN v

Hard disk 2 (10 GB)

Distmaunt Al

(=] Data protection for virtual environment 6.2.0

Tivoli. Data Protection for Virtual Environment

Choose instantirestore destination

Mount

Restore

S Cancel

e

M snapshots were updated successfully.




4.3 £ Iscsi mount

FUG5¢ B-> scsi initiator:

M2 I8M Tivoli Slorage Manager

| He min vew Hep

% tnternet Fpinrer (64-hit)
5] Windows Contacts:
] W Update

| Admstrative Took Audmiristrator o] Wik 14960 NTFS Neew Vkame

®. Compunent Servers

& Computer Management

=5 Dana Sources (00BC)
Mtk

o Local Secunty Pokcy.

[ Mesmuny Diagrrostics Toul :

@ Relabiry and Performance Monitne pacet

_'gsumnn“mwﬂunmmm AR o
ver

, Serwices Help and Support

] Share and Strage Msnsgement

S Slorage Exorer Run.

[ system Contiguration

D) Tesk schedder Windows Seaty

ns  Liilities  View Heln
Choose mount destination

SI Initiator Properties

Favorite Targets | Volumes and Devices RADIUS
General | Discovery | Targets

iSCSI devices are disk, tapes, CDs, and other storage devices on
anather computer on your network that you can connect to.

Your computer is called an initiator because it initiates the connection to
the iSCSI device, which is called a target.

Initiator Mame
Cloze

To rename the initiator, didk Change.

To use mutual CHAP authentication for verifying
targets, set up a CHAP secret, Secret

s | ]2 @

=M< =Nz

o g T
2

;"Clcsesilt"’mﬂfsec tunnel mode addresses, Setup 149GE  NTFS New Yolume —
What is iSCSI ?
=
CK Cancel Apply |
—
= ot |
Basic
o
Online
2
40.00
ao .
$m e




| Choose mount destination E
1 Data Protectio

tzm: zabin@0C

iqn. 199105, com. micrasoft; wateq

Refrezh

5 o [l I ES
5 =R =
= z |25

[

Partition nurmber File System | Label
0 143GE HNTFS Mew Yolume

Cancel




ta Protection for VMware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

Help
tam: sabin@@0CEAN STORAGE TUCSOM [BM.COM -

TSMFEWMOS jing [Microsoft Windows XP Prafessior « bl ount
415/2011 1:45:32 AM

Warning E

Seftingz

Cloze

FBSMS027W Mote that total size of writes to the mount point
should not exceed write cache size,

‘G:M: TSMFBWMOS

Abort Al

Mount 31 :



= Data Protection for VMware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

Help

Settings

e | e

Cloge

TSMFEVMOD_jing [Microzoft Windows <P Profeszior + b4 ouant
445/2011 1:45:32 AM ~ Restore
Hard Dizk 2 [15.0 GE) -

G TSMFBWMOE jing, Hard Dizk 2. partition 0, 4/15/20171 1:45:32 AM [ismnoumt
‘H:A" TSMFBWROS_jing, Hard Disk 2, partition 0, 4/15/2017 1:45:32 AM
1SCEltarget’ : TSMFEWVROS_ jing. Hard Disk 2, 4/15/2017 1:45:32 Ak

Drigmount Al

Fesume
bt

Ahort Al

4.4 f# A virtual volume mount;

4.4.1 Windows “F&

TR PR Z WU ]S A 4543, %4 mount, i % create virtual volume from selected partition,
FhlE — B AL




Targjat rizimme:

tsm: zabind=0C

Refrezh

=] o)

= = |z

B = =3
e} =)
o

Fartition nurber File System | Label

Browse...

p—

278 mount i3 :



t Data Protection for VMware 6.2.0.0

Tivoli. Data Protection for Virtual Environment

Help

Settingz

TSMFEVIDS_jing [Microsoft Windows %P Professior +
4715/2011 1:45:32 AM - Pestors

Hard Dizk 2 [15.0 GB] e

'Go: TSMFBVMOB jing, Hard Disk 2, partition 0, 4/15/2011 1:45.32 AM
Digmount All

Ahart Al

Z AT RSB mount 1% G:\
G\ EE 5 FRATT 2 B PRSI FNR £ 56 4 — 3K




'.D Computer !E
ISearch E

| Organize ~ 1= Views <~ (B System properties [5] Uninstall or change a program @ Map network drive 2] Open Control Panel (7]
Favorite Links Bens [ -] Type - | -| Total Size
Hard Disk Drives (4)
Documents e
B Pictres &, Local Disk (C) Local Disk
B music s Local Disk (E:) Local Disk
caMew Velume (F:) Local Digk
More caMew Velume (G:) Local Digk
Folders ¥ Devices with Removable Storage (2)
EnDe::rhr::istamr I— dﬁoppy Disk Drive (4:)  Floppy Disk Drive
), Publec <2DVD Drive (D:) CD Drive
SfL] Compu Other (3)
= Floppy Disk Drive {A:) R
&, Local Disk (C:) £9C on IBM-RSTTPEZ System Folder
5 ) DVD Drive (02) 5D on IBM-RETTPEZ System Folder
5] Local Disk (E2) 9F on IBM-RETTPEZ System Folder
[l = Mew Volume (F:)
| SRECYCLE.BIN
H System Volume Information
|1, fstbks12_6120161_26Nov10
[l e Mew Volume (G:)
j System Volume Information
|1, fstbks12_6120161_26Nov10
5@ Con [BM-RETTPEZ L
[#5# D on IBM-RETTPEZ
59 F on IBM-RETTPEZ
= & Network x| 4 | ]
4.4.2 Linux ‘&
(] Data protection for virtual environment 6.2.0

Tivoli. Data Protection for Virtual Environment

littlebear@2.11.90.34
| ‘

Choose mount destination

|
|
|
|

M snapshots were updated successfully. _



Mount .2

Data protection ror. virtualjenvironmentie: 2.0

Tivoli. Data Protection for Virtual Environment

li
|
|
/mnt is mount of [9.11.90.34]-[Ground]-[Hard disk 2] [Partition 0]-[Jan 26, 2011 3:52 m
48
[¥]
I
4 mount J5 AT H :
] j =
ator
ssh: windows_machine: Name or service not known
lost connection
[root@Ground .sshl# scp id_dsa.pub Administrator@water: /home/Aadministrator
Administrator@water's password:
id_dsa. pub 100% 624 0.6KB/s 00:00
[root@sround .ssh]# ssh administrator@water
Last Tlogin: Fri apr 15 02:55:57 2011 from ground.storage.tucson. ibm. com
Administrator@water ~
g
Administrator@water ~
T oaxit
Togout
Connection to water closed.
[root@sround .sshl]# cd /mnt
[root@cround mnt]#® 1s
hgf's
[Foot@cround mnt]# cd /mnt
[root@Ground mnt]# 1s
§20537_243anll-cd.zip Tlost+found
[root@sround mnt]#
Launch SecureFX |ssh2: AES-256 |24, 20 |24Rows, 80Cols  [vT100 [car w4

Dismount:




(] Data protection for virtual environment 6.2.0 | ][]

Tivoli. Data Protection for Virtual Environment

Hard disk 2 (10 GE)

Dismount AllI?

Jmnt is mount of [9.11.90.34]-[Ground]-[Hard disk 2]-[Pa

DPOOO2E Cannot remove repository due to associated mount/restore session.
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